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Browser Settings
Overview

If you are having problems opening AIS Oracle applications; requesting output files, e.g., viewing reports in Word,
Adobe, etc., the instructions in this document may help to resolve your problems.

e  To quickly access the section that provides a solution to your problem, click on the appropriate link above.

e  We recommend that you “print these instructions prior to beginning any download processes”.

Note: This document was created using Windows 7 Professional

Internet Explorer Instructions to Access AIS
e The instructions in this section are applicable when using the Internet Explorer Browser to access AlS.

IMPORTANT: Make sure the recommended Java version is installed before following these steps. Certified
versions of Java can be found at http://oit.siu.edu/ais/production/index.php

e When you use Internet Explorer to Login to AIS Do you want to run this application?

applications and open a form, you will be prompted Wame:  Oracle E-Business Suite
to confirm that you want to run the application. S| publisher Sauthern inos versity

e
Location:  https://ais-test. siu,edu: 4460

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[ Do not show this again for apps from the publisher and location above

€Y o rrmoton

a /

Figure 1: Pop-up to confirm running the application.

e As shown in the enlarged image below, click on the box in front of the text beginning with, “Do not show this box
again...”, and then click the Run button near the bottom of the message.

' B

Do you want to run this application?

Name: Oracle E-Business Suite

> Publisher: Southern Illinois University

[{E=

Location: https:/fais-test,siu.edu: 4460

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher abaove.

Do not show this again for apps from the publisher and location above

6 More Information ﬂ Run ] [ Cancel

Figure 2: Pop-up options to run the application identified.
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e You will then be prompted with a Warning about the version of Java. Click the button at the bottom of the pop-up
labeled, Run with the latest version.

F’ ™
Warning - Unavailable Version of Java Requested ﬁ

____ This application would like to use a version of Java (1.6.0_45) that is not installed
( | /| on your system. We recommend running the application with the latest version of

- Java on your computer,
More Information
Name: MonFarms

Location: https://ais-test. siu,edu: 4460

B Fun with the latest version || [ Cancel

Figure 3: Java warning “Run with the latest version” option selected.

e  The same Warning will pop-up a second time. Again, click the button, Run with the latest version.

'd B
Warning - Unavailable Version of Java Requested ﬁ

. This application would like to use a version of Java (1.6.0_45) that is not installed
( | | on your system. We recommend running the application with the latest version of

- Java on your computer.
More Information
Name: MNonForms

Location: https://ais-test. siu.edu: 4460

B Fun with the latest version || [ Cancel

5 S ——

Figure 4: Warning re-appears and “Run with the latest version” is selected a second time.

o Ifyou get a Windows Security Alert when the form opens, as shown below, click the “Allow Access” button at
the bottom of the pop-up window to continue.

Eile Edit View Folder Tools Window Help
e @ L SPI L DDHEY LE@2E D
© Concurrent Programs
Program ¥ Epabled
Short Name
Application
Description
Executable
Name Options
Method
Request Output
Type Format | Text & Windows Security Alert [ =
Incrementor V' Save (C)
i ¥ Print : : i
CLSAmEr = Windows Firewall has blocked some features of this program
Columns
2 O
Use In SRS Allow Disabled Values Rows Vindows Firewall has blocked some features of Java(TM) Platform SE binary on all public, private
'Run Alone V' Restart on System Failure Style and domain networks.
Mame:
" Enable Trace WINLS Compliant [ Style Required
= S Yo Reg Publisher:  Orade Corporation
Printer Path: Ct\program fies (x86)\java'jre7\pintjpJauncher.exe
Business Events Allow Java{TM) Platform SE binary to communicate on these networks:
[Request Submitted (¥)  []Request Running [ Post Processing Ended 7] Domain networks, such as a workplace network
[T Request On Hold [” Pragram Completed " Request Completed (2)
[ Private networks, such as my home or work network
["'Request Resumed [ Post Processing Started
[]Public networks, such as those in airports and coffee shops (not recommended
because these networks often have ittle or no security)
Copy to Session Control Incompatibilities | Parameters
What are the risks of allowing a program throuch a firewall?

Figure 5: Windows Secuirty Alert “Allow Access” button chosen.
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Safari Mac Instructions to Access AlS

The instructions in this section are applicable when using a Mac and the Safari Internet Brower to access AlS.

S][U Southern Illinois Browser Settings

IMPORTANT: Make sure the recommended Java version is installed before following these steps. Certified
versions of Java can be found at http://oit.siu.edu/ais/production/index.php

Change Settings in Safari

To begin, open the Safari Browser. | ng:. l:lt Es::::sims
Click the Safari menu and select Preferences... ‘meamnces

Clear History and Website Data...

Tm File Edit View History Bookmark

Services >

Hide Safari *®H

Hide Others EH

Quit Safari ¥Q B
—

Erac:le App|

Figure 6: Safari menu open with options shown.

From the Preferences window, select the Security tab, as shown in the screenshot below.

Locate the “Web-content:” section and click on the checked box in front of “Block pop-up windows”.

L] Security

=/ ¢ Q=0 & B G

General Tabs AutoFill Passwords Search Secwurity Privacy Motifications Extensions Advanced

L

Fraudulent sites: Warn when visiting a fraudulent website

Web content: Enable JavaScript

- Block pop-up windows
Allow WebGL | Website Settings...

Internet plug-ins: Allow Plug-ins | Website Settings...

Figure 7: Security tab with “Block pop-up windows” checked.

The box in front of “Block pop-up windows” will then appear blank (see below).

[ ] Security

General Tabs AutoFill Passwords Search Security Privacy MNotifications Extensions Advanced

W

Fraudulent sites: Warn when visiting a fraudulent website

Web content: Enable JavaScript

- Block pop-up windows
Allow WebGL | Website Settings...

Internet plug-ins: Allow Plug-ins = Website Settings...

Figure 8: Security tab open with Block pop-up windows option unchecked.

Close all open windows and menus.
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Access AIS Production

e Access AlS Production and Login.
—  http://oit.siu.edu/ais/production/index.php
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University

e  Once you Login and select a form to open, a message (shown below) will appear asking you to trust the website

using the Java plugin.

o  Click the Trust button below the message.

Do you want to trust the website “ais-
prod.siu.edu” to use the “Java” plug-in?

1@ You can manage which websites you trust to use this
plug-in in the Security pane of Safari preferences

[ Cancel |

? - Trust

Java blocked for this website €

ICopyright ©1998, 1999, 2000, 2001, 2002 Oracle Corporation

Figure 9: Java plugin Trust message.

o  Next, you will be prompted with another pop-up message asking you if you want to run the application.

e To continue, FIRST, click on the box in front of the text beginning with, “Do not show this box again...”, and then
click the Run button near the bottom of the message.

Copyright ©1998, 1999, 2000, 2001, 2002 Oracle Corpol

@ Java \
* ~
an Do you want to run this application?
| —
Name: Oracle E-Business Suite

p

= Publisher: Southern lllinois University

e

trust the location and publisher above.

Location: https://ais-prod.siu.edu:4448

This application will run with unrestricted access which may put your
computer and personal information at risk. Run this application only if you

-I:I Do not show this again for apps from the publisher and location above

g More Information - Run | Cancel |

Figure 10: Pop-up for consent to run the Oracle application.

e The application should then open to the selected form.
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Enabling Automatic Prompting for File Downloads

e  Select the Start menu located in the lower left
corner of your screen and select Control Panel.

e Ascreen similar to the one on the right will open.
—  The View by: setting is set for Small Icons.
— If yours is not set this way, you may want to
change the setting to make it easier to follow
along.

o Locate the link, Internet Options, and click on it.

Figure 11: Control Panel Options

-
‘b Internet Properties

e The Internet Properties window opens. | General Ngecurity_Lpfivacy | Content | Connections | Programs | Advanced |

° C“Ck the SECU I’lty tab Select a zone to view or change security settings.

@ & v O

nterne Localintranet  Trusted sites  Restricted
sites

Internet

0 This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Internet Explorer)

e Then, select the Custom level... button on the m—h Custonievel.. | | Defautiel |
lower half of the window.

[ Reset all zones to default level ]

[ oc  J[ coneel || apoly

Figure 12: Internet Properties with Security tab selected.
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e The Security Settings — Internet Zone window
appears.

e Scroll down to the Downloads section.

e Inthe Automatic prompting for file downloads
area, click the Enable radio button.

e Inthe File download area, click the Enable radio
button.

e  Click the OK hutton at the bottom of the Security
Settings window to close it.

e  When changes are made, the Warning window on
the right appears for affirmation. “Are sure you want
to change the security settings for this zone?”

e Click Yes.

SI[U Soqthem [llinois
University

CARBONDALL

§ s Security Settings - Internet Zone # ﬂ

Settings

3‘3 Downloads -
,y‘j Automatic prompting for file downloads
() Disable
=) Enable
| File download
() Disable
@ Enable M
¥ Font download i
() Disable
@ Enable
() Prompt
3'3 Enable .NET Framework setup
() Disable
@ Enable
|| Miscellaneous

Arrace A=tz cmnrran arrace Anrazine
4| 1 +

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset 10! [ egum-high (defau) -]

[ Reset... ]

_POK

] [ Cancel ]

Figure 13: Security Settings download options

==

§."| Warning! .

| ”| Are you sure you want to change the settings for this zone?
"

—‘ Yes ] ’ MNa ]

) Figure 14: Warning to affirm actions to change settings

e The Internet Properties window re-appears; click OK at the bottom of this window to close it.

e The Control Panel window will then re-appear; close it by clicking the “X” Window Control Button in the top, right

corner.
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Allowing Access from Secure Sites

Important: After allowing automatic prompting for file downloads (previous section), you can also allow secure internet
sites to open automatically, eliminating the need to perform the steps to “Allow blocked content...” The steps outlined

below will work for any trusted web-site.

o Highlight the URL for the Internet Site that you want
to add to your settings as a Secure Site.

e Using the keyboard command Ctrl + C, copy the
URL - you will need it later.

e  Access the Internet Properties window, using the
same steps as before.
—  Select the Start menu and then select Control
Panel.
—  Locate the link, Internet Options, and click on
it.

e  From the Internet Properties window, select the
Privacy tab.

e To allow an exception to generic pop-up blocking -
click the Settings button in the Pop-up Blocker
section of the window.

NOTE: The Turn on Pop-up Blocker checkbox should
be checked. If it is not, go ahead and click in the box.
This will enable the Settings...button.

e The Pop-up Blocker Settings window appears.
e  Click in the Address of website to allow: field.

o Ifyou have followed instructions, you should still
have the URL on your Clipboard. Using the
keyboard command Ctrl + V, paste the URL into the
field.

— If you did not copy the URL, close the open
windows; return to your browser window to
copy the URL and repeat the steps to this point.

5 ™
5 et roeric S e
PG

| General I Securitq Privacy J):ntent I Connections I Programs I Ad\ranced|
T —

Settings
Select a setting for the Internet zone.

@ii”

Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
(| be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] [ Import ] [ Advanced ] Default

Pop-up Blocker I
j| Prevent most pop-up windows from '
-l appearing.
I Turn on Pop-up Blocker I I

InPrivate

(.lln [ Do not collect data for use by InPrivate Filtering

E;?:e toolbars and extensions when InPrivate Browsing

[ O

| [ cancel || aeply ﬁ

Figure 15: Internet Properties - Privacy window

i)_, Pop-up Blocker Settings | &

Exceptions

Pop-ups are cumently blocked. *You can allow pop-ups from specific
# 1| webstes by adding the site to the list below.

Address of website to allow:

Allowed sites:

ais.siv.edu e

get.adobe.com

marvin siu.edu
www adobe com

Motifications and blocking level:
Play a sound when a pop-up is blocked.
Show Information Bar when a pop-up is blocked.

Blocking level
[Medium: Block most automatic pop-ups v]

Figure 16: Pop-up Blocker Settings

Leam more about Pop-up Blocker
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After pasting the URL into the Address of the web

site to allow field, click the Add button.

—  For demonstration purposes, the AIS web-site

was added.

The URL has been added to the Allow sites: area.

—  Notice how the URL has been shortened to
taz.siu.edu.

When finished, click the Close button at the bottom
of the window.

. .
S][ “ I Southern Illinois
University
CARBOMDALE
‘b Pop-up Blocker Settings — g
Exceptions
Pop-ups are curently blocked. You can allow pop-ups from specific
#!| websites by adding the site to the list below.
Address of website to allow:
nttps:/Aaz siuedu:4448/0A_HTML/RF jep Function_id=1024( Add
Allowed sites: |
ais siu.edu Remove
get adobe.com
marvin siu.edu
www adobe com
Netifications and blocking level
Play a sound when a pop-up is blocked.
Show Information Bar when a pop-up is blocked.
Blocking lewvel:
[Medium: Block most automatic pop-ups v]
Leam more about Pop-up Blocker Close

Figure 17: Pop-ups allowed for website address added.

‘b Pop-up Blocker Settings

Exceptions

Address of website to allow:

websites by adding the site to the list below

z.5iU.edu
www adobe com

Notffications and blocking level:

Play a sound when a pop-up is blocked.

[] Show Information Bar when a pop-up is blocked.
Blocking level:

Pop-ups are curently blocked. You can allow pop-ups from specific

Add
Allowed sites: (]
ais.siu edu Remove
get.adobe.com
marvin siu.edu

—)

[Medium Block most automatic pop-ups

-

Leam more about Pop-up Blocker

Close

Figure 18: Confirm allowed sites

The Internet Properties window appears; click OK at the bottom of this window to close it.

e  The Control Panel window will then re-appear; close it by clicking the “X” Window Control Button in the top, right

corner.

End of Document
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